CERT Emergency Communications Handout: Options for Grid-Up and Grid-Down Situations
Preparing Your Communication Strategy
Before selecting tools, clarify your objectives with these key questions to define your mission:
1. Who do you want to talk to? (e.g., family nearby, CERT team across town, emergency services, or distant relatives?)
2. What information do you need to give them? (e.g., simple status check, detailed location/GPS, voice report, or data like photos/maps?)
3. How far away are they? (e.g., within a neighborhood (1-5 miles), regional (10-50 miles), national, or global?)
4. Is the grid up or down? (e.g., partial outage with some cell/internet working, or total blackout with no power/internet?)
These answers will guide your choices. In grid-up scenarios (power/cell/internet partially available), prioritize fast, app-based tools. In grid-down (total failure), focus on battery/solar-powered, infrastructure-independent options. Always train, test, and include spares in your go-bag. Hybrid use: Start with grid-up tools, fallback to grid-down.
Communication Options by Scenario and Category
Options are grouped by scenario, then category (local to global). Each includes key features, approximate costs (2025 USD), and pros/cons. Mix and match based on your answers—e.g., cell apps for grid-up locals, mesh for grid-down teams.
Grid-Up Situations (Infrastructure Available: Cell Towers/Power/Internet Partial)
Leverage existing networks for quick, high-bandwidth comms. Best for early response when services are spotty but functional.
1. Cell Phones & Apps (Local/Regional, 1-50+ Miles)
Standard smartphones with data; use for voice/text/data if signal holds.
	Device/App
	Key Features
	Price
	Battery Life
	Pros
	Cons

	Smartphone (e.g., iPhone/Android w/ Carrier Plan)
	Voice calls; SMS; GPS sharing; apps like WhatApp/Facebook Messenger
	$500+ (device) + $30-60/mo plan
	10-20 hours (use w/power bank)
	Ubiquitous; group chats/video; maps integration
	Signal-dependent; drains battery fast

	Zello Walkie-Talkie App
	Push-to-talk over data; channels for CERT groups; offline caching
	Free (app)
	Phone-dependent
	Instant team voice like radios; global if WiFi
	Needs data/WiFi; no good in full outage

	Nextdoor or Citizen Apps
	Neighborhood alerts; real-time incident reports; location-based
	Free
	Phone-dependent
	Community coordination; integrates w/emergency services
	Urban-focused; privacy concerns


Best For: Initial alerts or family check-ins while towers are up. Enable low-data mode; charge via car/solar.
2. Cell Phone Plans with Satellite Messaging (Regional/Global Hybrid, 10+ Miles)
Enhances standard cell plans with satellite fallback for texts/location when towers fail. Works on compatible phones (no extra hardware); ideal for grid-up transitions to spotty coverage. Requires clear sky view; messages may delay 1-5 min.
	Carrier
	Key Features
	Monthly Cost
	Compatible Devices
	Coverage
	Pros
	Cons

	T-Mobile (T-Satellite via Starlink)
	Texting, location sharing, app access (e.g., WhatsApp, Maps); picture/data rollout; auto-connect
	Included on Go5G Next/Experience Beyond ($90+/mo plans); $10/mo add-on for others
	60+ iOS/Android (e.g., iPhone 14+, Galaxy S24+)
	Cont. US, PR, HI, parts AK (500K+ sq mi dead zones)
	Seamless integration; optimized low-bandwidth apps
	Delays in obstructed areas; promo pricing may end

	AT&T (via AST SpaceMobile/Starlink)
	Voice, text, data, video; peer-to-peer/emergency messaging; push-to-talk for first responders
	Included for ~50% of customers; $15/mo add-on for Starlink texting on others
	iPhone 14+, Google Pixel 8+
	Cont. US (100% nationwide goal, incl. indoors)
	Broad device support; public safety focus
	Costs not uniform; rollout ongoing

	Verizon (Messages via Satellite)
	Texting, location/emergency comms; future group/photo/video; works in airplane mode
	Included with myPlan satellite service (on Unlimited Ultimate/Plus, $80+/mo); no extra cost
	iPhone 14+ (iOS 18), Samsung Galaxy S25/Z Fold7/Flip7, Pixel 9+
	Cont. US, HI, parts AK
	Auto-detection; integrates w/native apps
	Line-of-sight needed; limited future features now

	Google Fi (Satellite SOS/Messaging)
	Emergency SOS texting/location; iMessage satellite on iPhones; WhatsApp calls on Pixels
	Included on Unlimited Premium ($65/mo); no add-on fee
	Pixel 9+ (full), iPhone 16+ (iMessage); limited non-emergency
	Cont. US (emergency focus)
	Simple for Fi users; Pixel integration
	Mostly emergency; no full texting on all devices


Best For: Extending cell coverage to remote/rural CERT ops (e.g., texting HQ from trailheads). Check carrier eligibility; test in low-signal areas. Apple's iMessage satellite works cross-carrier for iPhone users.
3. Mesh Networks (Local Teams, 1-5 Miles; Extends w/o Towers)
App-based peer-to-peer via Bluetooth/WiFi; creates local nets if cell fades.
	Device/App
	Key Features
	Price
	Battery Life
	Pros
	Cons

	goTenna Mesh
	Text/voice/GPS via paired devices; offloads to mesh if cell drops
	$180 (pair)
	24+ hours (phone-dependent)
	Builds ad-hoc nets (up to 4 miles/device); no sub needed
	Limited to app users; range drops in buildings

	Beartooth App + Device
	Offline texting/SOS; pairs w/smartphone; group channels
	$130 (device)
	48 hours
	Simple setup; works w/any phone; emergency broadcast
	iOS/Android only; 2-3 mile urban range

	Bridgefy App
	Bluetooth mesh texting; no internet; group chats up to 100m direct
	Free (app)
	Phone-dependent
	Instant in crowds (e.g., evacuations); scalable
	Short range without relays; Android/iOS compatibility issues


Best For: CERT team huddles in partial outages. Pair with cell for hybrid—auto-fails to mesh.
4. Broadband & Internet Tools (Regional/Global, Any Distance)
High-speed data for maps/video if internet lingers.
	Device
	Key Features
	Price
	Power/Battery
	Pros
	Cons

	Starlink Mini Kit
	Portable dish; 50-100Mbps; app for remote control
	$599 (kit) + $50/mo
	25-40W (USB-C; solar ok)
	Fast video/maps; global if sky clear
	Power-hungry; setup needs elevation


Best For: Command posts sharing intel. Use mobile hotspot mode.
Grid-Down Situations (Total Blackout: No Power/Cell/Internet)
Infrastructure-independent; solar/battery focus for prolonged ops.
1. Local Tactical Radios (Neighborhood/Team, 1-5 Miles)
No licenses for basics; simplex mode for direct links.
	Device
	Key Features
	Price
	Battery Life
	Pros
	Cons

	Midland GXT1000VP4 (FRS/GMRS)
	36-mile claimed; NOAA; privacy codes; waterproof
	$80 (pair)
	10-15 hours
	Group channels; hands-free
	GMRS license ($35) for full power

	Retevis RT22 (FRS)
	16 channels; compact; VOX
	$20-30
	12 hours
	License-free; pocketable
	2-mile urban max


Best For: Door-to-door. Pre-program simplex channels.
2. Ham Radio Gear (Regional Voice, 10-50+ Miles)
FCC Technician license needed; add elevation for reach.
	Device/Accessory
	Key Features
	Price
	Battery Life/Power
	Pros
	Cons

	Baofeng UV-5R (VHF/UHF)
	Dual-band; 5W; CERT nets
	$25-35
	8-12 hours
	Affordable; simplex
	Range needs height

	Solar Power Kit (Goal Zero Nomad 20 + Jackery 240)
	20W panel + 240Wh battery
	$200-300
	4-6 hours charge
	Powers all gear
	Bulky; sun-dependent


Best For: Linking to external aid. Use 146.520 MHz.
3. Digital Modes & Enhancements (Data/Email Over Radio)
Text/email via radio waves; no net required.
	Device/Software
	Key Features
	Price
	Battery/Compatibility
	Pros
	Cons

	Winlink (RMS Express)
	HF/VHF email; VARA protocol
	Free
	Radio-dependent
	Structured reports
	Interface needed

	WoAD App (Android)
	Mobile Winlink; USB radio link
	€7
	Phone battery
	Portable data
	Setup curve

	DMR Hotspot + Radios (AnyTone AT-D878UV + Pi-Star)
	Digital voice/data; talkgroups
	$400 total
	12 hours
	Clear, efficient
	Power for hotspot


Best For: Detailed updates (e.g., ICS forms). Test VARA.
4. Satellite Messengers/Phones (Global, Any Distance)
Sky-view only; subscriptions for airtime.
	Device
	Key Features
	Price
	Battery Life
	Pros
	Cons

	Inmarsat IsatPhone 2
	Voice/SMS; SOS/GPS
	$789
	8 hours talk
	Budget phone
	Bulkier

	ACR Bivy Stick (MESH)
	Texting; LoRa relays; groups
	$300
	145 hours
	Local mesh bonus
	App needs phone

	Garmin inReach Messenger Plus
	Unlimited texts; weather/SOS
	$400
	28 days
	Maps/tracking
	$15+/mo

	ZOLEO Communicator
	Texting; check-ins
	$200
	200 hours
	Group-friendly
	Slower

	Iridium 9555
	Voice/SMS; hotspot
	$1,200
	4 hours talk
	Rugged standalone
	Heavy/pricey

	SPOT X
	Texting; GPS groups
	$250
	240 hours
	Basic no-sub
	Limited chars


Best For: External contact. Annual plans for CERT.
5. Mesh Networks (Local/Global Hybrid, 1-5+ Miles)
Peer-to-peer for teams; satellite/mesh combos.
	Device/App
	Key Features
	Price
	Battery Life
	Pros
	Cons

	goTenna Mesh
	Text/voice; relays build net
	$180 (pair)
	24+ hours
	Off-grid extension
	User-limited

	Beartooth
	Offline SOS/text
	$130
	48 hours
	Broadcast mode
	Short direct range

	Bridgefy App
	Bluetooth groups
	Free
	Phone-dependent
	Crowd-scale
	Relay-dependent


Best For: Decentralized teams in blackouts.
Final Tips for CERT Success
· Hybrid Strategy: Grid-up: Cell/satellite plans first. Grid-down: Radios/sat fallback. Power: Solar essentials for all.
· Training: License-free start (FRS/mesh); add ham/sat. Weekly drills.
· Kit Cost: $50-200/person basics; $500+ advanced.
· Resources: FCC.gov licenses; ARRL.org guides; local CERT.

